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Welcome

In so many ways 2020 has become the year of change. Practically every aspect of daily life has been touched by the pandemic,

from how we do our work to what we do with our free time. Our data breach research is no exception.

Followers of our research are already aware that breach reporting has taken something of a hit this year. Turbulent times hav e
dominated the news cycle, taking a bite out of the breadth of media attention ava ilable to report on data exposure events, while

at the same time resources remain stretched at the public sai@rvic
this before but it bears repeating: it is our belief that data breach activity remains relatively unchanged. Instead, it is the

information reported about these events that has slowed.

Like so many others, the Cyber Risk Analytics research team is adapting to the change and focusing our efforts on the data mo st
relevanttoourcusto mer s. That means weAre adjusting our priorities, spendi
attention away from less productive ones. One such example is turning our attention to monitoring the many ransomware

operator sites that have cropped up t his year. We are also in the process of expanding our schema by enriching our incident

data with additional i mpact information. WeAre | ooking forward t

For now, this report examines publicly disclosed data  breach events first reported between January 1, 2020 and September 30,
2020. As always, it is our sincere hope that you find this report valuable and enjoy reading it as much as we enjoy bringing it to
you.

Key Highlights

1  There were 2,953 publicly reported breaches in the first three quarters of 2020, a 51% decrease compared to the same

time period last year.

T 2020 was already the 3worst year on recordj by the end of Q2
three months of Q3 added an additional 8.3 billion records to the count, bringing the number of records exposed

through the end of September to a staggering 36 billion.

1  Two breaches in Q3 exposed over 1 billion records each and four breaches exposed over 100 million records. Together
these six breaches accounted for approximately 8 billion exposed records, or 22.3% of the records exposed through the
end of Q3.

1 Malicious actors continue to be the driving force behind the number of breaches occurring, while mis configured

databases and services remain the leading cause behind the number of records exposed.

1 Inthe first three quarter of 2020, 21% of reported breaches involved the use of ransomware. These ransomware -related

events contributed to the unusually high  number of unknown (11.2%) and miscellaneous (10.4%) data types exposed.

1  Following well established trends, the Healthcare sector had the most reported breaches, accounting for 11.5% of the

events that could be attributed to a specific economic sector.
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DATA BREACHQUICKVIEWREPORT BETTER DATAMATTERS

Ransomware and Breaches z The Worst of Both Worlds

Inga Goddijn , Executive Vice President, Risk Based Security

Inga found her way to information security after working for twenty years in the insurance industry. During her time

managing a multi-million -dollar portfolio of technology and cyber insurance coverages, Inga witnessed firsthand the

=

A~ j ‘ impact of ineffective security program management and the financial fallout from data breach events. At Risk Based

a A

| recently commented to a client that, these days, ransomware events are likely to be data breaches as well. The client replied,

Security, she is responsible for Cyber Risk Analytics and YourCISO. Inga has presented at a variety of industry forums and

has led many education sessions throughout the U.S. She curretty holds a CIPP/US designation

Jwe tend to agree with you, but our cust ome rosmedysurprise aad hasstyck s ee i
wi t h me, serving as a reminder there is no singular, uni f aersn def
lawmakers, regulators, CISOs and cyber insurance providers all have a unique perspectveonw hat constitutes a J3d
To that end, itAs worthwhile to take a step back and sharé our t

breachj database.

OUR DEFINITION OF A BREACH

Our operational def i ni t i wautharied accessdoaar lass df cortal ofhcgonfiderstial or keasitive
information . This allows our research team to capture and catalog a broad spectrum of data security events, ranging from
conventio nal malicious actions, resulting in data theft, to more nebulous situations such as lost or missing equipment that holds
sensitive data. We hold an equally broad view of what constitutes confidential or sensitive information. This includes data

routinely subject to regulatory protection, such as financial account details or healthcare information, to sensitive insider

information, such as source code, business development plans, and trade secrets. Even information destined to become public

can be the sourc e of a breach. Such is the case with several incidents involving unauthorized access to early earnings reports,

regulatory investigations in process, and even economic forecasts and meeting notes from central bankers.

WHY WE VIEW RANSOMWARE AS ABREACH

Ransomware has evolved far beyond its humble beginnings, with its operators becoming especially pernicious in recent months.
Ut is common to see attackers lurk inside their targetsA dsoynshite ms
exfiltrate data in an effort to ratchet up the pressure on their target to pay, the access could allow attackers to peruse fi les,

documents and a host of other sources of confidential information.

Through the first nine months of the year, the resear  ch team cataloged over 440 breaches that included a ransomware
component to the attack. This includes both the obvious J3daeta br
events that indicate attackers were inside systems or services and  could have accessed sensitive data. These events have had an

interesting impact on several statistics, and weAll highlight th
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DATA BREACHQUICKVIEWREPORT BETTER DATAMATTERS

Hacktivism: A Neglected Threat Looms Over US Election

The Cyber Risk Analytics Research Team, Risk Based Security

Since 2011, the Cyber Risk Analytics (CRA) research team has provided organizations with the most comprehensive threat
intelligence solution on the market, providing details about the number of data breaches, records exposed, industry type,

threat vectors, and much more. The CRA research team has analyzed over 47,500 breaches exposing 69 billiarecords

and monitors over 104,000 organizations.

‘ \\} P \

Back in 2016, t he news was fl ooded wi t h debat e, di scussi oan
presidential election. While many still do not fully agree with the extent or real impact, articles were published that showe d that
cyber threat actors backed by the Russian government attempted to influence American voters through a variety of actions ranging
from social media campaigns, the spread of disinformation, to email inbox hacking, and voter database and election supply cha in
hacking.

Political leaders and pundits alike expressed concern at the extent of the cyberattacks and many supported inve stigations into

possible Russian cyberattacks to influence the American election. Four years later, Russian interference continues to be an

inflammatory topic.

These types of attacks might seem unique to this generation, but in fact influence campaigns and the spread of disinformation
as a political tactic have been around for nearly as long as the political systems they seek to undermine. What is new, is th at the

modern plethora of digital platforms has enabled campaigns to be conducted in near real -time and at a much greater scale.

The potential negative impact is amplified when coupled with the ability to compromise systems and data. With the November
elections fast approaching, researchers at Risk Based Security have observed greater circulation of and i nterest in voter -related
information on the dark web. While some of the information may be from public sources, and has not been independently

verified for authenticity, it is certainly a signal of renewed interest in this type of data.

Steps to mitigatet  he risk and secure voter data and electoral systems must be taken to protect the integrity of

our democratic process and ensure the legitimacy of the results; if not for this election, all future elections.
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DATA BREACHQUICKVIEWREPORT BETTER DATAMATTERS

HACKTIVISM AND THE ART OF MISDIRECTION

Politically motivated hacking, or hackti vism, i's not a netw occur
actors realized the reach of the growing internet infrastructure. More recently, governments have dedicated significant

resources towards progressing their international goals through hackers.

With so much going on in 2020, there does seem to be a certain alarming sense of complacency among voters, local officials, a nd
the media in combating and discussing the issue prior to the upc  oming presidential election. While the pandemic and the
campaigns of the current candidates continue to dominate headlines, the cybersecurity industry as a whole appears to be less

focused on tackling hacktivism than it did in 2016.

We have published artic les and reports detailing the vulnerabilities present in U.S. Electronic Voting Machines, as have others,
but with the exception of the excellent work of a handfulhasof r es

been low.

This could be due to general 3br ea c finvdtiagtpiogess,eofsimpihtieeiogetwhetbnmg d f oc u s
amount of newsworthy events taking place in recent weeks. It makes sense to focus on the issues that are on your doorstep,

rather than those that are not as transparent.

But i f hacktivism is 3old newsj to the cyber world, it ctiagfrorai nl vy

the misdirection, and probably would prefer to keep it that way.
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DATA BREACHQUICKVIEWREPORT BETTER DATAMATTERS

THE USUAL SUSPECTS

Our researchers observed numerous databases claiming to consist of American voter information being shared and discussed at

a growing rate on both Russian speaking and English speaking hacking forums.

There is little to indicate these databases signal rece nt breach activity.  Since voter information is public record in some
states, the databases may just simply consist of scrapes of public sources. It is also possible the data is recycled or extra cted
from previous breaches. Federal officials have gone so fa r as to issue a warning that these databases are being circulated to

further fear, uncertainty and cast doubt about the upcoming election.

While our researchers have not analyzed these databases, the recent increase in shares or discussions of these databa ses points

to a timely interest:
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